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Abstract: This article explores the integration of Geographic Information Systems GIS with cybersecurity to enhance threat analysis, 

incident response, and overall network security. Cybersecurity systems can achieve higher efficiency and effectiveness by leveraging GIS 

data for spatial analysis and real - time monitoring. Integrating SCADA systems further enables comprehensive monitoring and 

management of external and internal environments. This study also discusses the application of machine learning in automating data 

analysis for cybersecurity, providing a cyclical improvement in security processes. The article analyses the effect of cybersecurity through 

GIS technologies.  
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1. Introduction 
 

"The scientific publication is in fulfillment of the 

objectives of the National Scientific Program "Security 

and Defense", financed by the Ministry of Education and 

Science of the Republic of Bulgaria in implementation of 

the Decision of the Council of Ministers No.731 of October 

21, 2021 and according to Agreement No. D01 - 74 

/19.05.2022. " 

 

When it comes to cybersecurity, data analysis and output are 

crucial elements. The output serves as a trigger that activates 

cybersecurity instruments in the event of an attack or incident. 

Gathering and analysing additional data from multiple 

sources can provide a more comprehensive understanding of 

the system. This, in turn, can enhance the effectiveness and 

efficiency of security systems such as IDS, IPS, and DMZ, as 

well as security concepts like Antivirus and Zero trust.  

 

We cannot collect data manually because of millions of IT 

(Information Technologies) systems, billions of users, and IT 

components. Manual data collection is very costly due to the 

vast number of IT systems, users, and components. Therefore, 

to improve the process's efficiency and make our security 

sustainable, we must automate the collection and analysis of 

data. The instruments that are usable for that are GIS and 

SCADA. Also, if we implement ML (Machine Learning), 

adding additional data analyses for threats, vulnerabilities, 

and process effectiveness, we can improve the inclusivity of 

self - learning.  

 

We should remember that cybersecurity is a cyclical process 

that improves with each evaluation, regardless of the number 

of tools we deploy.  

 

We use SCADA and GIS for different purposes. Therefore, 

SCADA and GIS are utilised in most cases for different 

purposes. However, we can use them together to provide a 

more comprehensive cybersecurity strategy. We use SCADA 

systems to monitor and control industrial processes and 

operations. SCADA systems collect real - time data from 

sensors and other devices. We use it to control and optimise 

operations and processes. We use GIS to manage and analyse 

spatial and geographic data. GIS systems for different 

planning applications such as urban planning, environmental 

management, and disaster response. GIS systems visualise 

and analyse data to make informed decisions.  [1] 

 

Through GIS, we monitor the external environment for cyber 

security; through SCADA, we monitor the organisation's 

internal environment. Implementing both systems allows the 

organisation of cyber security in large networks, for example, 

at the national level. For each of them, we can visualise a 

process.  

 
Figure 1: GIS and SCADA processes for cybersecurity: [source authors] 

 

• Threat analysis and risk assessment Map and analyse threats to critical infrastructure, visualise 

threats and analyse risk factors. Organisations identify 

vulnerabilities and develop risk mitigation strategies.  
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• Incident response and emergency management 

Map and track cyber incidents in real - time. Quickly 

respond to mitigate the impact of cyber attacks. Identify 

critical infrastructure and assets that may be at risk during 

emergencies.  

• Network security and monitoring 

Map and monitor network activity. We identify potential 

intrusions and monitor user activity by Visualising 

network activity. Identify suspicious activity and respond 

quickly to potential threats.  

• Vulnerability scanning and management 

Map and analyse vulnerabilities in networks and 

infrastructure. We are identifying potential attack vectors 

and assessing the risk of specific vulnerabilities. Prioritise 

and manage vulnerabilities to reduce the risk of cyber - 

attacks.  

• Forensics and investigations 

We map and analyse data related to cyber incidents. We 

identify the source of attacks and track the spread of 

malware. We visualise relationships between different 

data points, helping investigators identify patterns and 

connections.  

• Real - time monitoring 

We monitor networks and systems in real - time, detect 

and alert operators to potential cyber threats, identify 

potential intrusions, and respond quickly to mitigate the 

impact of cyberattacks.  

• Access control 

We control access to networks and systems. We 

implement multi - factor authentication and role - based 

access control to reduce the risk of unauthorised access 

and limit the potential impact of cyber - attacks.  

• Encryption 

Protect sensitive data, including data in transit and at rest. 

Protect against unauthorised access and ensure that critical 

data is kept secure.  

• Vulnerability scanning and management 

We scan networks and systems for vulnerabilities. We 

identify potential attack vectors and assess the risk of 

specific vulnerabilities. We prioritise and manage 

vulnerabilities.  

• Incident response and disaster recovery 

We develop incident response plans and disaster recovery 

plans. We also identify critical infrastructure and assets 

that may be at risk.  

 

This article aims to analyse the integration of Geographic 

Information Systems GIS with cybersecurity frameworks to 

enhance the effectiveness of threat analysis, risk 

management, and incident response.  

 

This article is significant as it provides insights into how 

integrating GIS with cybersecurity can improve monitoring 

and response capabilities, ultimately enhancing the overall 

security infrastructure.  

 

2. Literature review 
 

In GIS, the features we use to identify the network 

connections are - service, protocol, number of login attempts, 

packets per flow, bytes per flow, source address, destination 

address, source port, destination port, and others. The model 

records the feature values, and the anomaly detection engine 

will mark any deviation in recorded values as anomalous. 

Techniques in anomaly detection can be categorised into three 

types - Machine Learning, Statistical Techniques and Finite 

State Machines.  [2] GIS security is a property characterising 

the resistance to the emergence of hazardous situations, i. e. 

those in which the need arises to protect the internal values of 

the GIS system from external threats or threat factors.  [3] The 

primary feature that will assist cybersecurity is GIS - IDs. By 

this technique, the model establishes relations 1: 1, 1: m, m: 1 

and m: n. This model means that multiple elements in the 

model can share the same GIS ID or represent multiple 

elements in the GIS.  [4] 

 

Geospatial data can assist in identifying and prioritising cyber 

threats. It can also assist in identifying critical areas of 

concern. Although discovering patterns or trends in large data 

sets can be a daunting task, the graphical capabilities of geo - 

mapping make it easier to present data clearly and concisely. 

This data can help analysts detect emerging issues, threats, 

and target areas more efficiently.  [5] The geospatial 

technology in the support of physical security is well - known 

and understood. It is used for situational awareness, data 

management, multiple intelligence (multi - INT) fusion, 

analysis, and information sharing. The goal is to enable early 

detection and organisation - wide agility when responding to 

cyber intrusions.  [6] GIS can pinpoint and help determine 

when an attack occurs, providing a layer of cybersecurity 

through spatial analytics. IP addresses are used to launch 

malware, with the pattern of attacks used to provide an overall 

pattern and suggest where the main attack originated [7]. A 

bird's eye view of all network infrastructure could allow GIS 

security experts to assess numerous factors and determine 

where an attack originated. With artificial intelligence and 

machine learning, better prediction methods can be attained, 

allowing for pre - emptive defence.  [8] 

 

A key application area of geospatial data in cyber security is 

tracking. Visualising the spread of cyber - attacks can raise 

awareness of their impact and scope, including the plot of 

propaganda in social media feeds. Location intelligence can 

be vital to developing cyber intelligence. Connections can be 

shown, and links can be found using maps, descriptions, and 

data fields. Graphical symbology is especially useful in 

conveying critical information that makes it easier for the 

viewer to process.  [9] 

 

Powerful GIS platforms (e. g., ArcGIS), once integrated with 

the company's cyber security tools, can enhance the 

management of data, information sharing, analytics, and 

fusion. For example, Secure Access Service Edge (SASE) 

technology can take the integration of cyber and geospatial 

technologies and data even further. SASE analyses the data 

and compiles it into the company's context.  [10] Government 

intelligence agencies and private companies rely on 

individuals with experience in GIS. Cybercriminals are highly 

attracted to GIS data because GIS systems affect many 

customers. Most GIS systems are connected through the 

internet and cluster networks.  [11] Cyberspace geography 

(CG) expands geographical research from physical to virtual 

spaces. CG research maps relationships between cyberspace 

and the physical world, redefines geographic concepts, and 

visually represents cyberspace. It studies the principles 

governing cyberspace structures and behaviours.  
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The technical methods of CG involve gathering and 

integrating data on cyberspace elements, visually 

representing cyberspace, and conducting situational and 

behavioural intelligence awareness in cyberspace.  [12] 

 

 
Figure 2: Visualisation of the attacks in real - time [source: https: //cybermap. kaspersky. com/ [13]] 

 

A new feature type is called Behaviour Change Detector –

BCD and it is obtained as follows: during a slot of time, the 

events which match some conditions are counted; the process 

is made again in the next slot of time, and its results are 

compared with the previous value in last time. The BCD 

feature is the difference between the counted events in the 

actual period and the last period. It can detect abrupt changes 

in the network traffic behaviour.  [14] 

 

Fortunately, spatial information (note 4) can also directly 

assist security experts in detecting unauthorised activity. GIS 

promotes situational awareness across multiple departments 

by providing clear visualisations of the systems involved in 

an incident.  [15] 

 

The role of entities dealing with spatial information is to 

ensure the security and integrity of data. The first legal act 

that imposed obligations in data security, obliging them to 

ensure confidentiality, integrity, availability, and resilience of 

the systems, was the Regulation on the Protection of Personal 

Data.  [16] Machine learning - based phishing detection is a 

burgeoning research topic, with deep learning approaches 

increasingly being used. A method for detecting phishing 

websites and their targets based on features from URLs and 

web page links.  [17] A study has shown that machine 

learning algorithms can effectively and efficiently detect and 

categorise phishing websites as security threats. Machine 

learning provides simplified and efficient methods for data 

analysis. Machine learning models can be helpful in phishing 

because it is a categorisation challenge. Machine learning 

models swiftly adapt to changes to identify fraudulent 

transaction patterns, which would aid in developing a learning 

- based identification system.  [18] 

 

Creating Intrusion Detection Systems (IDS) and Intrusion 

Prevention Systems (IPS) counteracts cyberattacks. These 

systems monitor network activity in real time and retain 

information for subsequent analysis and reporting on 

cybersecurity. One well - known and proven practical 

countermeasure approach that fits into IDS/IPS measures is 

terminologically known as a honeypot (see Note 1). NGIPS 

tools have evolved to include application and user control 

features that enable them to detect a wide range of attacks. In 

addition, some NGIPS tools offer sandboxing capabilities for 

automatic and manual inspection of potential malware. Many 

of these features have also been incorporated into other 

security solutions, such as Next - Generation Firewalls 

(NGFW), Unified Threat Management (UTM), and Extended 

Detection and Response (XDR) tools. Endpoint Detection and 

Response (EDR) tools can also function as host - based IPS 

for endpoints to a certain extent. [19] An intrusion detection 

system (IDS) can effectively identify anomalous behaviours 

in the network. However, it still has a low detection rate and 

a high false alarm rate, especially for anomalies with fewer 

records.  [20] 

 

GIS data can be integrated into cybersecurity tools to enhance 

their effectiveness. An Intrusion Detection System/Intrusion 

Prevention System (IDS/IPS) is essential for storing data for 

future analysis and reporting. It is crucial to hire a different 

company to code and build organisation IDS/IPS instead of 

relying on the same company that codes and builds an 

organisation security system. Additionally, it is essential to 

physically separate the two systems to ensure they are not 

blind to the same vulnerabilities and exploits. Even if we have 

an appliance that combines a firewall and an IDS/IPS, it is 

still necessary to have a separate layer of IDS/IPS protection 

behind our firewall to have a defence - in - depth strategy. For 

complete protection, good practice is recommended that we 

install a network IDS/IPS at every entry point to our 

organisational network. Additionally, we should place a host 

IDS/IPS on our most critical servers to prevent intrusion and 

a wireless IPS to protect our wireless internet connection 

against potential attacks. This IPS will ensure that we guard 

our network from all possible threats.  [21] 

 

Another instrument for cybersecurity is DMZ (de - militarised 

Zone). A DMZ is a physical or logical subnet that isolates a 

LAN from untrusted networks like the public internet. Any 

service offered on the public internet should be in the DMZ 

network. We typically locate the external - facing servers, 

services, and resources in the DMZ. These services include 

web, DNS, e - mail, proxy servers, FTP, and VoIP.  [22] 

 

The third instrument that can be applied is the "honeypot". 

We base our approach on drawing the attention of attackers to 

an individual server or network service that is intentionally 

left not fully protected. Data about the attacker's actions is 
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gathered when attempting to infiltrate an inadequately 

protected network resource. The collected information is then 

analysed to identify the techniques used to execute the cyber 

- attacks, and practical strategies and solutions to counter 

them are determined. For this reason, we investigated the 

potential for a standardised set of MoE (measure of effect) 

related to standard dynamic honeypot features. Twenty 

articles of primary research served as the foundation for our 

analysis. Based on this data set, we selected four 

quantitatively assessable characteristics of honeypots to 

measure their effectiveness as honeypots and assembled the 

components into a taxonomy. The proposed model establishes 

this as fingerprinting, data capture, deception, and 

intelligence. Collectively, these should be successful in 

quantitatively assessing dynamic honeypots.  [23] 

 

Honeypots can be installed on public servers, in DMZs, 

behind firewalls, or on user computers to gather data on 

sophisticated attacks. As a specific implementation, a 

honeypot can be a separate server configuration, a virtual 

machine pre - configured for the purpose, or a software 

solution installed on a user's computer in the network. 

Another scenario for organising a honeypot in the sense of 

protecting wireless networks is to attract the attacker to 

interact with the fake resources of the system, which prevents 

the attack on valuable resources.  [24] It is a security best 

practice to implement a perimeter network, also known as a 

de - militarised zone (DMZ) or screened subnetwork, to 

prevent external users from directly accessing your ArcGIS 

Server site. A perimeter network is the only exposed point in 

our network that is accessible to external users. It adds a layer 

of security to an organisation's network.  [25] ArcGIS Server 

is a software component that functions as a back - end for 

ArcGIS Enterprise. Its primary purpose is to provide access 

to our geographical information to other members of our 

organisation and, optionally, to anyone with an internet 

connection. GIS services facilitate this by enabling a server 

computer to receive and process information requests from 

other devices.  [26] We must remember that firewalls and 

DMZ do not significantly impact security when the 

applications and OSes have few or too many vulnerabilities. 

When the operating systems are not vulnerable, but the 

applications are, the effectiveness of firewalls and DMZs in 

providing security decreases as the percentage of vulnerable 

applications increases.  [27] A DMZ significantly enhances 

the security of a network. A DMZ adds an extra layer of 

protection to the network. It is also used to protect 

confidential information. A DMZ should be appropriately 

configured to increase the network’s security. This work 

reviewed DMZ and its importance, design, and effect on 

network performance.  [28] 

 

2. Mutual beneficial model by implementing GIS for 

cybersecurity 

In most cases, GIS and SCADA systems are objects for 

protection by the cybersecurity system. The first benefit that 

we can achieve by implementing their resources in 

cybersecurity is the unification of policy and standards 

between business processes and goals and, on the other side, 

security processes and goals. Machine learning plays a 

considerable role in the implementation of GIS in 

cybersecurity. Machine learning automates the process of 

analysing data usable for cybersecurity, which the system 

collects from internal digital infrastructure by SCADA and 

the external environment by GIS.  

 
Figure 3: Model for implementing GIS in cybersecurity system [source authors] 

 

The most critical aspect of implementing instruments and 

products for cybersecurity is their effectiveness. The best 

solution is to create quantity metrics for measurement. To 

evaluate the overall effect, we must measure the 

effects/benefits of each system element. For example, GIS 

and SCADA alone do not provide protection but need one. 

GIS provides data. With data quality being a critical factor in 

managing utility networks, ensuring that both future and 

existing data meet necessary quality standards is essential. 

Reviewing and evaluating data quality, examining 

relationships to other networks, and analysing attribute data 

are essential to creating reliable networks.  [29] 

For this data, its usefulness for cybersecurity – its quality and 

quantity. We achieve quality and quantity by adding to the 

system marginal analyses and evaluating the marginal utility 

of the data. For measuring GIS effectiveness is measured by 

the Capability Maturity Model (CMM). The main objective 

of this model is to define the characteristics of each 'maturity 

stage' and to provide a step - by - step approach that enables 

an organisation to measure its GIS capabilities. Using this 

model, an organisation can develop a plan to progress from 

one maturity stage to another.  [30] 
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Figure 4: Model for the evaluation of the effectiveness of instruments for cybersecurity [source authors] 

 

To improve the effectiveness of the instruments, we can add 

data from the outside environment by implementing GIS data 

collection. We can apply this principle to every product, 

regardless of manufacturer.  

 

3. Example 
 

GIS for network security 

In the described case, with the need for cyber protection in a 

wireless network, a crucial factor is the size of the covered 

territory. Building a honeypot security network, it is possible 

to implement Internet of Things (IoT) devices with built - in 

wireless connectivity capabilities. Data from freely available 

sources show a typical distance of stable wireless connectivity 

in the line - of - sight range of up to 70 m using the built - in 

antenna, up to 600 m using an external antenna, within the 

legally permitted radio emission power.  

 

When deploying a wireless security network in urban 

conditions, the effective distance of connectivity decreases 

due to radio - technical effects caused by the presence of 

infrastructure objects, buildings, and other built - up areas. In 

this regard, the availability of a database with three - 

dimensional models of built - up urban areas is a crucial 

condition for designing cyber defences with the application of 

wireless honeypot networks.  

 

In the specification referred to above, building data is 

maintained with different levels of detail coverage, both in 

geometry and specific structural features. Generally, the 3D 

representation of buildings is an extended version of the 

CityGML standard of the organisation developing GIS 

technologies - the Open Geospatial Consortium (OGC). 

Automated data extraction from files in the CityGML format 

boils down to applying a software tool to analyse the content 

of the XML (eXtended Markup Structure) structure. The 

format is suitable for software processing using UML 

(Unified Modeling Language) modelling.  

 

The other considered variant of a three - dimensional 

representation of buildings in Google Earth, 3D Imagery, 

basically uses the principle of stereo photogrammetry [31]. 

This high - tech approach has made it possible to synthesise 

and provide for the visualisation of three - dimensional 

models of built - up areas for extensive territories, including 

the largest settlements in the Republic of Bulgaria. Third - 

party software manufacturers offer a solution for extracting a 

3D model in a standardised file format; its use is subject to 

compliance with existing Google Incorporation® license 

agreements.  

 
Figure 5: Geometric characteristics using the COLLADA file format when representing Legacy 3D Buildings [31] 
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In Fig.6, Screens from Google Earth show a 3D view of an 

urban area in different system variants.  

 

 
Figure 6: View in Simple 3D Buildings format [source: 

Pavlov. G., Kibersigurnost I geografski informacionni 

tehnologiiq prilojimi kum pandemiqta COVID - 19”, 

Modelirane, analiz I optimizirane na socialno - 

ikonomicheskite merki za namalqvane na negativnite 

posledici ot pandemiqta Covid - 19, Avangard Prima, 2023] 

[33] 

 

GIS against cyber fraud 

Using e - mail is often accompanied by receiving unexpected 

messages that invite us to perform specific actions. When a 

user suspects a malicious spoofing or phishing attack (see 

Notes 2 and 3), a good approach is to verify the source of the 

e - mail. Fig.4 shows an e - mail screen with an enabled 

"message details" option.  

 

In essence, the message has been sent by the Bulgarian 

representative office of the well - known company Microsoft 

and invites the user to activate a link in the message. The 

originating IP address of the mail server, 105.112.98.178, is 

crucial to verifying the message's authenticity.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 7: Details of the checked e - mail [source: Pavlov. G., Kibersigurnost I geografski informacionni tehnologiiq prilojimi 

kum pandemiqta COVID - 19”, Modelirane, analiz I optimizirane na socialno - ikonomicheskite merki za namalqvane na 

negativnite posledici ot pandemiqta Covid - 19, Avangard Prima, 2023] [33] 
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Figure 8: Geolocation of checked mail server [source: Pavlov. G., Kibersigurnost I geografski informacionni tehnologiiq 

prilojimi kum pandemiqta COVID - 19”, Modelirane, analiz I optimizirane na socialno - ikonomicheskite merki za 

namalqvane na negativnite posledici ot pandemiqta Covid - 19, Avangard Prima, 2023] [33] 

GIS against cyber fraud 

 

4. Conclusion 
 

The integration of Geographic Information Systems GIS with 

cybersecurity frameworks offers significant improvements in 

threat analysis, incident response, and overall network 

security. By leveraging spatial data and real - time 

monitoring, organisations can achieve a comprehensive 

security strategy. Implementing machine learning techniques 

further enhances the effectiveness of these systems, ensuring 

continuous improvement in cybersecurity measures.  

 

By applying web - based GIS functionality, it is possible to 

verify the geographical location of the mail server of the 

sender of the electronic message with high reliability. For this 

purpose, the available Internet service with the common name 

IP Lookup is used.  

 

Fig.8 shows the result of executing the request https: 

//whatismyipaddress. com/ip/105.112.98.178. The user sees 

that the misleading e - mail from the Bulgarian Microsoft 

representative is from Africa, Nigeria, and Benin.  

 

To prevent this type of cyber fraud attempt, a user interface 

for automated geolocation verification of a suspicious e - mail 

server could be created.  

 

The existing WEB resource https: //www.ip2location. com 

allows registered users to submit a request for geo referencing 

an IP address using the c URL software tool, available in 

Windows versions after April 2018. In other cases, when 

using cURL from a local computer is difficult, a working 

approach is to address an intermediate server's web page 

using an asynchronous XMLHttpRequest (City Geography 

Markup Language)  [32].  

Integrating SCADA and GIS can provide operators with real 

- time data and spatial analysis to make informed decisions. 

This integration can improve operational efficiency, reduce 

costs, and enhance overall performance. However, it is crucial 

to implement proper cybersecurity measures to safeguard 

SCADA and GIS systems from cyber threats.  

 

Notes 

1) "honeypot". The practical application of such software 

systems allows us to perform in - depth analyses of 

cybersecurity risks and determine potential attacks and 

their perpetrators based on accurate data. Installing and 

monitoring a honeypot is helpful and dramatically helps 

cybersecurity teams and system administrators.  

2) Spoofing is a deceptive technique used by criminals to 

make you believe you are interacting with a trusted 

source by disguising an e - mail address, sender name, 

phone number, or website URL. They often change just 

one letter, symbol, or number to make the victim believe 

the communication is authentic. The victim may receive 

an e - mail that appears to be from their boss or even 

someone in their family, but it is not. The criminals 

manipulate their victims into believing that these 

fraudulent communications are genuine, which can lead 

them to download malware, disclose personal, financial, 

or other sensitive information, or even send money.  

3) Phishing schemes are online frauds that use deceptive 

tactics to entice people to reveal personal information. 

Attackers attempt to deceive their targets with seemingly 

genuine e - mails from reputable organisations requesting 

them to update or verify personal information via e - mail 

or link click. The website linked in the e - mail often 

looks very similar to the company's actual website. After 

the victim clicks on the link, they are directed to a fake 

website that fraudulently solicits sensitive information 

such as passwords, credit card numbers, and bank PIN 

codes. These fake websites are only designed to steal 

victim information. It is essential to be cautious of 

suspicious e - mails and verify the sender's authenticity 

before taking any action.  
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4) Spatial data refers to information linked to a specific 

geographic location, also known as geospatial data or 

geographic information.  
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